Election Integrity

Full Public Disclosure of Voter Data as a Defense Against Foreign
Exploitation

response to the July 2026 White House declassification of documents on foreign acquisition of American voter data

THE PROBLEM

Declassified materials released this month describe a concerted effort by Chinese state actors to acquire American voter
data. Not primarily through espionage or system intrusion, but through public records requests, data brokers, and
commercially available databases that are legally accessible by design. This vulnerability is a description of a data
ecosystem that already exists and because of a lack of transparency there appears to have been attempts at exploitation.

AN UNCOMFORTABLE PREMISE

Once voter roll data is produced and obtained through any legal or commercial channel it cannot be un-acquired.
Every state has processes and procedures to produce and distribute this data and consistently do. A foreign actor with
resources, patience, and shell purchasers cannot be reliably screened out of a system built to serve state list-
maintenance obligations, campaigns, researchers, and commercial vendors alike. Policy aimed at preventing
acquisition and distribution is trying to close a door that has been left open for decades. The more productive question
is not 'how do we seal the data?' but 'what data environment makes acquisition useless as a tool of manipulation?'

THE RECOMMENDATION IS FULL STANDARDIZED PUBLIC DISCLOSURE

The National Voter Registration Act already embeds a transparency principle: Section 8 requires states to make list-
maintenance records available for public inspection so that the accuracy of the rolls can be independently verified.
Projects like VoteRef.com embody that principle, publishing registration and turnout history so any citizen, journalist,
or researcher can check official rolls.

That model should be treated as the baseline and deliberately extended:

e Publish standardized voter roll data (registration status, jurisdiction, party affiliation where applicable, and
turnout history) for every state in a uniform, machine-readable format.

e Pair disclosure with a public audit trail: timestamped roll snapshots that let anyone detect additions, deletions,
or alterations between elections.

e Fund state-level infrastructure so this becomes a standing civic utility instead of the current patchwork of ad hoc
data sets.

WHY TRANSPARENCY BEATS SECRECY

Foreign interference through data acquisition works through asymmetry: a bad actor with quiet access to voter data
can target, manipulate, or discredit a roll while the public has no independent way to verify what changed. If the same
data is public and continuously auditable, that asymmetry no longer exists. A foreign actor gains nothing by acquiring
what every citizen, journalist, and state official can already see and check. When any unauthorized change is checkable
against a public record, manipulation becomes self-defeating because it becomes self-evident. Secrecy only protects
the data from public view, not from a well-resourced adversary, and it negates the one advantage an open society has
over a closed one: distributed, redundant verification.

CONSIDERATIONS TO CRITICISM

This approach is contested, privacy advocates cry that publishing full voter files can expose individuals to harassment,
stalking, or targeted intimidation, particularly for judges, domestic violence survivors, and other at-risk groups,
however existing protection and redaction laws already address these concerns, and exist in every state to protect at-
risk individuals. Others might argue that transparency addresses roll manipulation but does not stop foreign actors
from using the same data for targeted disinformation or targeted influence campaigns. Voter data by nature contains
very limited demographic information. This type of targeting, for the most part, can only be achieved through using
data acquired from commercial sources, data that is collected every second from individuals using the myriad of apps
and services common in our daily lives and sold to anyone with the money to pay for it.



